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All rights reserved.

The information in this document is subject to change without notice.

Publish statement

Thank you for purchasing this series UPS.

This series UPS is an intelligent, single phase in single phase out, high frequency
online UPS designed by our R&D team who is with years of designing experiences
on UPS. With excellent electrical performance, perfect intelligent monitoring and
network functions, smart appearance, complying with EMC and safety standards,

The UPS meets the world’ s advanced level.
Read this manual carefully before installation

This manual provides technical support to the operator of the equipment.

SNMP — TM550



ATEN CO

ATENCO POWER TECH CO. LTD

Contents
1. Product INtrodUCHION .........ceiuiieiiiniiticeiccticentcnncctnsacssteesssessesssssassstssssssssssssssssssssssssass 2
1.1. Overview...........ccueeeeeenenen. 2
1.2. Functions...............ccccueeueennene. 2
1.3. Features............cuueecuuecunenee. 2
1.4. Interfaces.........c.ccccevueeueeucncnee. 3
1.5. Definition of Indicator Lights 3
2. KPM550 INStallation.....ccucoeieiiiieiiiiiceiceinineieeieissacsacsessacssstsssssssssssssssssssssssssssssssssssssssns 4
2.1. KPM550 Installation & ConNeCtion ..........ueiicceininnuccseinenseccsenssesssecsscssessscssssesassscenns 4
2.2. SNMP-Tool Installation 8 USage.......ccccueeircererecerncecenecersscssnsesesssesnsesassssssssesssosasssseses 4
3. WED LOGiN....uuuiiiiiiiniieinieareennsennsesnssnsesasessssssesasosassssssssossssssssssosassssssssossssssssasesassssssssossssssssaseses 9
3.1. Logging in Management Page ............uciiiieeienniinnrencennsnnesssesnsesssssasessssssasessssssasessasons 9
3.2. Changing IP Address...........uceieeeeieeinneenrenennsecnsesasssesasessssssssasessssssssasossssssssasssassasssssosass 9
4. Web Monitoring Management 10
4.1. Real-time Information .10
4.2. Parameter SEtHINGS........ccoieveiiirninreinsenseineriinsnieesssessateesssssssssssssssssstsssssssessssssssssssssssans 13
4.3. History..........cccceeueecuernuncn. 21
4.4. About................couceuenenee. 23
5. ShutdOWNn Protection ..........cccouieininniennininniceteensnisaisessscssstsssssssssssssssssssssssssssssssssssssssssss 25
SOFftWAre--SNIVMIP_Protector............uiieeieeeinienreneinnesnsessssasesassssssssesasossssssssssossssssesassssssasssasosass 25
5.1. SNMP_Protector Installation 25
5.2. SNMP_Protector Usage .25
6. Centralized Monitoring Software--SNMP Management ...........cccccceeveeerececcceesrescrscccasonees 28
6.1. SNIMP Management............ueiineieniiicnneicneticsetessecsssssssssssesssssesssssesssssssssssssssssssssssss 28
6.2. SNMP Management Usage 28

SNMP — TM550



ATEN CO

ATENCO POWER TECH CO. LTD

1. Product Introduction

1.1. Overview

KPM550 is a built-in network SNMP card independently . It supports SNMPv1/v2 and v3 protocols,
features e-mail alarm, historical events and historical data storage, and can be expanded with temperature and
humidity monitoring modules and SMS alarm equipment.

UPS Interface

Status Indicators

RS485 Port

BP
vABFar Network Port

1.2. Functions

Support multiple operating systems (Windows ~ Mac - Linux)

UPS can be monitored remotely through the network;

Can realize web-based user interface;

Support e-mail alarm;

Multi-user permission management;

Support DHCP;

Support remote self-testing, shutdown and restart UPS functions (UPS support required);
Support telnet, SSH, Web page configuration;

Support scheduled tasks (timed self-test, power on/off);

Historical events and historical data storage functions;

YV V.V V V VYV V V V V V

Remote UPS monitoring and management can be performed through HTTP, SNMP, SSH,
Telnet;

A\

Complete equipment event handling (including event recording and notification);

Can be extended to connect 2 channels of temperature and humidity monitoring modules;

1.3. Features

Networking methods: IP-based LAN, WAN, Internet, wireless Ethernet, etc.;
User permission management, safe, confidential and reliable;
Support multiple configuration management methods such as Telnet, SSH, Web;

Support scheduled task function, allow setting scheduled UPS on/off, scheduled battery discharge, etc.
Support storage of 50, 000 historical data and 5, 000 historical event records;

YV V.V V V V

Built-in ultra-long-life system clock, support automatic timing to achieve time synchronization;

2
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1.4. Interfaces

Support e-mail alarm function;

1.4.1. Network Interface
10/100M RJ45 Ethernet interface, used to connect
to the switch.

1.4.2. RS485 Interface

RS485 communication port, used to expand the
temperature and humidity monitoring module.

RS485 interface definition

1. +12Vv

2. +12V

3. NC

4. Ground

5. Ground

6. NC

7. 485A

8.485B

1.4.3. USB Interface

ATEN €O

Support SNMP V1/V2/V3, HTTP, DHCP, SSH, SSL and other network protocols; ATENCO POWER TECH CO. LTD
Support IPV6;

Support the expansion of 2-channel ambient temperature and humidity monitoring modules;

RS485 Port

B Far Network Port

USBO and USB1 ports, used to connect USB peripherals (such as SMS modems).

1.5. Definition of Indicator Lights

Power indicator yellow (Power), always on;

Status indicator red (Status), off when normal, always on when failure;

Run indicator green (Run), flashing when the program is running normally.
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2. KPM550 Installation

2.1. KPM550 Installation & Connection

KPM550 Installation & Connection

intelligent slot;

Step 1: Insert the
SNMP card into UPS

network cable.

Step 2: Connect the SNMP
card to computer with

2.2. SNMP-Tool Installation & Usage

A. Download installation files from http://download.ksdatacloud.com, execute

ATEN CO

ATENCO POWER TECH CO. LTD

SNMP_Tool_20xxxxxx_V1.x.x.exe to start the install the software, users can find the icon of software in “Start

menu--All Programs--SNMP_Tool” after installation.

'ﬁ, MIB Browser
‘n Notepad
m Photes
U protector

IS AlPrograms

WHUUSUIL VITILE 10UIs
PremiumSoft
RedisDesktopManager
SNMP Managsment
SNMP Protector

SNMP Tool
%3 SNMP Tool
(® Uninstall \
[7] website

Start-up

VMware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access

Windows System

< Back
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B. Device IP address searching ATENCO POWER TECH CO. LTD

If users can’t know the current IP information because changing the IP address or other reasons, you can
search the IP address of SNMP card by installed “SNMP-Tool”, the specific methods are as follows: @Click
“Device Search”, @Choose current network port, click”Refresh”to query the SNMP card IP in the LAN.

& SNMP Tool — m] -4
Tool Window Help

Device IF: I Connect I Clear historyl

Programming
Settings Product Irterface P | Netmask i MAC
Fixed Parameters E 65 |
Display Leg ethd 10.2.20.165 255.255.255.0  18:25:03:00:00:47
Serial Port Test TOZ20TTS
Device Search 102207 SNVP
& 10.2.20.188 182501000425
F 1022026 666 @
[3-10.2.20.166

@ 31022078  SNMP Mini

)

N\

Interface: Wiware Fetverk Adapter Vinecl L] Kefresh

Disconnect with devics

C. Software upgrade

(1) Connect the device, input the IP of the device that needs upgrade, click “Connect” After the connection is
successful, there will be a green font in the lower left corner of the tool interface that displays “Connected
to device”.

& SNMP Tool - || X

Tool Window Help /
Device IP: IID.Z.ZU. 16 [

Disconnect | Clear history‘

Programming

Settings Host Product I Interface P Netmask MAC

Fixed Parameters =]

Display Log ethe 10.2.20.165 255.255.235.0  18:25:03:00:00:47
Serial Port Test 5-102.20.112

Device Search #-102.20.7 SNMP

=+

#-10220.188 182301000425
+-102.20.26 6656
#-10.2.20.166

# 1022078  SNMP Mini

#

/ Taterface: [WMware Network Adapter WMnetl |  Rafrash I
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(2) @Upgrade the firmware, @select the new version file(file type is firmware
-20xxxxxx-v1.x.x.bin), @ click “Programming”, it will prompt “Programming finish”.

ATENCO POWER TECH CO. LTD

ol = ]
I 5
Device IF: |10.2.20.165 liscornect I Clear h:storyl
Programming
Settings
Fixed Parameters
Display Log
Serial Port Test @
Device Search /
Frogranming type 5 ‘?irnwue - @ : Backup
Current version © v1.2.6 bullt on 14.16:32 Sep 24 2020 J Read
Programming Bile & ID:/U:er:/]]e:kioyl’firnwae-ﬁjQOOQQd—rLQAGAB;nI Chiose | Png......;ng] Batch Pug...m;ngl
Progranming progress’ |
Connected to device /4
€ SNVP Toal — [
| wWow  Hely
Device IF: ;10. z.20.1€5 Connect Clear history
Programming
Settings
Fixed Parameters
Display Log
Serial Port Test
Device Search
Progranming type : ‘Firnwere -] Dackup I
Current rarzion ©vi.2.6 built on 14:16:32 Sep 24 2020 Raad
P rasrannineieila Chossa | Frogeamning| Bakch Programming|
Frogranming progress: ARNRENRNNARRONANRRRRRRAEN
Disconnect with device 4
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Check whether the firmware upgrade is successful, as shown in the figure below: ATENCO POWER TECH CO. LTD

Programming --Programming type--select “firmware”-- Read -- check the current program version.

%! SNMP Tool = (] X ‘

Tool Window Help

Device TP [10.2.20. 165 Discomnesct | Clear hisloxy]

Programming
Settings

Fixed Parameters
Display Log

Serial Port Test
Device Search @

Progranming type 'll’irmnare '; /® \ Backup
Read

Frogranming file 2 ’D.!Users/Desl(tnp/firmware—eozm‘?zi—vl.Z.S.bin Choose I Frognmningl Batch Progxe.nming]

Progranming progrez=: || NNNNNNNNNNNNNNNRNNNNNNNNENRNZE 2 2RRCIES SNNNNNNNNENNE NN NN

Current version © vl.2.6 built on 14:15:32 Sep 24 2020

B ecte - 4

(3) Upgrade the application, @Programming type select “APP” @Select the new version file(file type is
snmp-20xxxxxx-v1.x.x.xz.bin), @Click “Programming”, wait about 30 seconds, it will prompt
“Programming finish”.And then log in the background of SNMP card to check the software version.

& SNMP Tool - (] X
Too! l Window Help
Device IF. |10.2.20.165 Disconnect | Clear history
Programming i, Il
Settings
Fixed Parameters
Display Log
Serial Port Test
Device Search /@
Frogramning type o |APP 4| @ @ Backup
Current version l Read

Trogramning file ]D1/U:en/nuk*OPISMP‘20210125_'1-0-9-4-‘?5nl Choose I P!ogramning] Batch Prugzanmingl

Programning progress:

SNMP — TM550



ATEN cO

€ SNMP Toal - _ UTECH CO.LTD

Device IP: Ilﬂ.Z.ZU. (=) Commest Clear history

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

Frogramming typs : |AFE Y Backup I

Current version . v1.0.2.5 built on 09:37 15 Feb 25 2021 Rezd

Progranming: Sile

“ L.bin Ehovse | Prug'unningl Batch Pruganmingl

Programing prozvess: | HINNNEN o Programming firish! BEEEEIRIEEANNNNNNANNRNNNNNANER

Sure

Discornect with device

Check whether the application upgrade is successful, as shown in the figure below: Programming -
Programming type “Select APP”- Read - check the current software version.

& SNMP Tool == (] X
Tool Window Help
Device IF: I10.2A20. 163 DiscmectJ Clear history
Programming
Settings
Fixed Parameters
Display Log
Serial Port Test
Device Search
Progranming type . |APE > / \ Baslup
Current rersion D v1.0.9.4 built on 11:39°03 Jan 25 2021 Read
Prozranming file ¥ |D:/Users/ﬂesl:top/smp—zUZlUIZS-vLtl. 9.4.bin Choose l Prog*smning' batch Progzanming’

Progranming progress: ‘
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3. Web Login

3.1. Logging in Management Page

Connect the computer directly to the SNMP card, and set the computer IP to the same network segment
as the SNMP default IP (for example, the computer IP is set to:
192.168.137.101), and confirm that the network communication between the computer and the SNMP card is
normal (verify by means of ping packets); open the browser (Google Chrome or IE browser is recommended),
enter the default IP address “192.168.137.100” of the SNMP network card, enter the account and password
(the default is admin), and log in to the SNMP monitoring system.

The method to modify the computer IP is as follows:

Open “Network & Internet”, @Select “Ethernet”, @Click “Change adapter options”, double click the
Ethernet connected, @Click “Properties”, @Double click “Internet protocol version 4(TCP/IPv4)”, @Select
“Use the following IP address:”, fill in the IP address information of the same network segment as the SNMP
card(for example:IP address is 192.168.137.101, subnet mask is 255.255.255.0, default gateway is
192.168.137.1) (6)Click “OK”.

9

@

i / Ethernet 2
/
g xRl
Nat corne v
Network & internet -
g Ketae GR®
8 souc ==
[
i Rt Cuetiore.
Related settings ..“
| =R
= Owhip
acury
L —-— i

B Pight mede e N |

s sgtce
= BERB LA B, B EERLGCER
M Mcbie hatspot e DV AT TR LA

® Ostavosce =

© oy

3.2. Changing IP Address

Parameter settings - Network -- IPV4, set to automatically obtain IP (select On for DHCP) or
static IP address (select Off for DHCP), set the static IP address of SNMP card, and fill in the corresponding
subnet mask and gateway; when domain name resolution is used, you need to set the DNS server; click
“Submit” to confirm after completing the settings, as shown in the figure below:

SNMP — TM550



ATEN cO

-t TECH CO. LTD

Param Settings # Home

[J Real-time Info

5 History Rocord

Metwork Unk
® About

P Addrass

Netrmask

DNS Server

Primary DS Server )

Secondary DNS Server lw'.l ERYRIT I ]

L

4. Web Monitoring Management

4.1. Real-time Information

A. UPS Basic Information
This item allows viewing basic UPS information, including UPS information, battery information and rated
information, as shown in the following figure:

Real-time Info

UPS Basic Info

Q©  Param Settings

@ History Record

® Abour

V003300400

Rated Information

Rated Voltage 220,07

Ratad Current a4

Battery Roted
Voltage 2400v

Output Frequency 50.0Hz

B. SNMP System Information
This item allows viewing system information (software version), network information (IP information), as
shown in the figure below:

10
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Real-time Info & Home

SNMP System Ink

POWER TECH CO. LTD

O Param Settings

v1.020 built o
0 History Record

T109304T79ATA
® About

2020.12-03 10:08:42

Real-time Info # Home

SNMP Syrfern Info

© Param Settings

Link Informatica
@ History Record

MAC Address t 00:25:1800005 Lnk Statiss ¢ 1009 Full Ouplex
@ Abost

Network Server

E-Mad Server NTP Server s poslntp.crg

1Pt

IP Address; 1022026

N

2550 | Gatewoy: 10220254

dary DNS Server : 114

Prenary DNS Server; 114.114113,114

Linklocal Address : feB

5:184f00:000c/64 IPvETod Address

rimary DNS

Secandary DINS Server &

C. UPS Operation Information

The content of UPS operation information is different according to the selected communication protocol.
Taking MegaTecl:1 protocol as an example, UPS operation information includes input information, output
information, and battery information, as shown in the following figure:

Real-time info # Home

Input Vohage :
@ About

put Vohtage :
Min Input Vokage 1

nput Frequency ¢

Real-time Info # Home

UPS Running Info
© Faram Settings

Input Infermaton ~ Output Voltage
@ History Record i

g Output Seatus s Main Power Supply
® About

UPS Load : %

Real-time Info # Home

G Exit
UPS Running Info
O Pasam Settings

@ History Record

Battery Status:
8. Battery Voltage :
® About o

Battery Capacity :

-12-03 10:08:42
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D. UPS Control
The UPS control content is different according to the selected communication protocol. Take the
MegaTec1:1 protocol as an example, it includes manual UPS self-check, manual power on/off and buzzer on/off

control, as shown in the figure below;

Real-time Info # Home

UPS Control

UPS Power Control

Opersiion [ Skep vl [ mine [ comm |

E. Data Chart

This item can be used to query the single day operating data change curve of the equipment by selecting a
specific date. The data types include temperature (°C), output voltage, and load (%). You can select or cancel
the type to be displayed by clicking the mouse. The curve recording interval is 90 minutes.

Real-time Info # Home

Dats Chart

O Pacem Settings

@ History Record

® About \
7 , —
v Y e S

F. Modem Information

This item allows viewing the specific information of the external SMS alarm device (such as SMS modem),
including product information and operating status information. When there is no external SMS alarm device,
the modem information is empty, and the modem operating status is abnormal, as shown in the following

figure:

Real-time Info # Home

Modem Info

O Param Settings
Modam niormation

@3 History Record

Medem Vendor

® About Maodem Mods

Modem Firmware Varsion

Modern Running Status

Operator

SMS Center Number

12
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This item allows viewing the environmental information monitored by the equipment, including
temperature, humidity, flood status, and smoke status; multiple sets of environmental monitoring equipment
are arranged by serial number.

Real-time Info # Home

Envicanment xlormation]

4.2. Parameter Settings

4.2.1. Parameter Settings
A. UPS Parameter Settings
Here you need to @select the UPS communication protocol according to the actual situation on site, @ fill
in the battery information, @ﬁll in theUPS Data Store Cycleand, @Custom select communication parameters,
@click [Submit] after the parameter setting is completed, as shown in the following figure:

Param Settings # Home

[ Real-time Info UPSPaca Set

Basic Parameters

® About

3 History Record Selftest
) o)
ovice DY

(@)

Custom Communication Parameters

Custam Communication Enable =3 I,‘]

Baud

Flaw Control |
Parity Check @ |
Dota Bits I

|

Stop Bits

Ef ()

B. Self-check Settings

This function depends on whether the UPS host has a self-check function. The UPS self-check cycle can be
weekly/monthly, and the self-check time can be customized, 10 seconds or until the battery voltage is low. Click
[Submit] after completing the setting, as shown in the figure below:

13
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Param Settings # Home

) Real-timeinto UPSSara Set

098 Param L) ieskly v
Ban
LN T 0 T —
Monthl
® UPS Alarm Value it Stort T T T

| Ser-cnecking 10 Seconds v |
e =)

Param Settings # Home © Exit

UPSPara Set

UPS Param
@ Abou e B—-GSEBEeSS.]e
Selt-estLast Time Seif-checking 10 Seconds v
UPS Custom Test Time (Unet: Tmin Seit-checking to Low Votage

Custoen Time

N

C. UPS UPS Alarm Value Setting

This item allows customizing the UPS communication loss time (for example, if 30 seconds is set, the UPS
is offline when the communication is lost for 30 seconds), load alarm value, temperature alarm value, battery
voltage low alarm value, UPS input/output voltage alarm Value, UPS alarm activation times (for example, if the
setting value is 3, it will output alarm information when the program returns 3 consecutive polls); after
completing the settings, click [Submit] to confirm.

Note: Except UPS communication loss time and UPS alarm activation times, when other custom alarm values
are set to 0, meas this type of alarm is not enabled.

Param Settings # Home

2 Real-time Info UPSPara Set

UPS Param
3 History Racord

g UPS Temperature Alarm Value (Unit: 1°0)
@ About 3 siokicfihicoe g >

U?S Battery Voltags Low Alarm Value (Unit 00WV) [1 g |

UPS Input Voltage High Alsrm (Unt 0

UPS Input Voltsge Low Alarm [Unit: 0.3V 2000 |
UPS Output Veltags High Alsem (Unit 0.1V) 2330 |

UP5 Output Veitage Low Alamm {Unit: 8.9V) | 203.0 |
Eattary Capacity Low Alarm iLk | 0 |
Batrary Bamaln Tome Alarm (Unit: {rin] ,5—
UPS alarm activate times ]

B

4.2.2. UPS Time Switch
A. UPS Shutdown Action

This function allows selecting the time period of shutdown, shutdown conditions, and execution time of
shutdown. After setting, click [Set] to confirm:

14
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Param Settings # Home

2 Roal-time Info UPS Time Switch

=

E3  History Record Jeeklv Time Swite
Weeldy Time Switch \':hev\l:erz.‘eenl[EL‘JH ] - [22 ]l it || e ups Events v] winfe
Time Switc @ UPs
@ Aboot Specific Time Switch
Sk UPS O
UPS ¥
UPS Low
UPS High
Nettogior Il

All Netfzeler Events
Hign Temparalure
Low Temperature
Hign Hurmidily

Low Humidy
Water Alarm
Sroke Alarm

6

B. Weekly Time Switch

This setting takes one week as a cycle. You can set the specific time of one day or several days in the cycle
to perform the power on/off action, and you can set the minutes of sending an alarm before shutdown. After
completing the setting, click [Submit] to confirm, as shown below:

Param Settings # Home & Exit

2 Real-time Info UPS Time Switch

Power On(hhimm) Povrer Off(hhimm)

03 History Record

Sunday X | BB |
Specific Tima Switch Monday \ | |_ ‘
woL Tuesday ] —
Wednesday 1] [

Tharsdsy I 1

Filday 1] 1

saturday ] N

 sutok | \

@ About

C. Specific Time Switch
This item allows setting the specified date and time to perform the power on/off action, and can set the
minutes of sending an alarm before shutdown. After completing the setting, click [Submit] to confirm, as shown
below:
Param Settings # Home

J Roal-time Infa UPS Time Switch

UPS Shutdown Action Date(YYVV-MM-DD) Power On(hh:mm) Power Off(hhemm)

History Record Weekly Time Switch

I ﬁ] (1358 | [ms3 ] I
[ | | |
| )

|
\ | i ] |
|

About
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D. WOL

This item allows setting wake-up of specific host (the computer mainboard should support wake-up setting
function), set to wake up when the power is restored or wake up when the power reaches the set percentage.
After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

1 Resl-time Info

@ History Record

@ About

Waka Up Condition

Wake up wh store? | Enanie v|
\Wakte UP according to copacty? Ensaie v]
Weke Up Capacity (Unit: 1%} {10 |

4.2.3. Network Settings

This item allows setting the static IP address of the SNMP card, filling in the corresponding subnet mask
and gateway, and setting the DNS server when using the domain name resolution function; click [Submit] to
confirm after completing the settings, as shown below:

Param Settings # Home

[J Real-time info

@ Abowt

P Address [1022025 |
Netmask

Gatovuy

DNS Server

Primary DNS Server [ ]

o kil L

Bl

4.2.4. SNMP Settings
A. System Settings

This item allows changing the system information (system name, system administrator, system location),
and setting the SNMP port. The default Agent port is 161 (the data transmission port for uploading real-time
data when the platform issues polling instructions), and the Trap port is 162 (data transmission port for real-
time upload of alarm information). After completing the settings, click [Submit] to confirm, as shown in the
figure below:

16
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Param Settings # Home

D Real-ime info

System (nfarmation

@ tHatory Record

Sytem Harme [emamet ]

*STAR |

® Abowr

SNMP Port

Agent Port [151 |

oo pae G

M Lrary Tyms o

B

B. NMS Settings

If no IP address is set, the card has no access restrictions. Any monitoring platform IP can obtain the SNMP
card operating data through the SNMP protocol; if the IP, community string and version are set, only the
monitoring platform IP added in the settings can obtain the operating data of the device;

Param Settings # Home

Certificatior

l

@ History Recoed

E <]

Trap
® About e [

I v

| Au v
L

|
|
J
J J
] [ ~]
|
l
|

|
{
|
l
E—
1
|

= °l

C. Trap Settings

This item allows setting the monitoring server IP and version (SNMPv1 Trap, SNMPv2 Trap, SNMPv2
Inform, SNMPv3 Trap, SNMPv3 Inform), and filling in the community string (can be understood as the
transmission password of the SNMP protocol, the SNMP card and the connected monitoring platform should
have consistent setting). After the above settings are completed, the alarm information of the SNMP card can
be uploaded to the designated monitoring platform in real time, and the number of retries and retry interval
can be set. After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

D Resl-time Info

Version Community Username

[sawPzTrap v [pbe

® o ESEEGIES

=0 v [ pube

=5 [o=

[none v| [pubic

[hone ~] [

[none ~] [

( | \
\ | \
( | I
[ | [none 9 [puotc |
\ | |
\ | |
\ l l
\ J I

o

Ratry Times [t |

Ratry lnterval (Unit: Ts) [7—‘}
m \
17

SNMP — TM550



ATEN CO

ATENCO POWER TECH CO. LTD

4.2.5. E-Mail Settings
A. Server Settings

This item needs to set the e-mail server address, server port number, sender address (same as the sending
e-mail account), sending e-mail account and sending e-mail password. In addition, you can check whether the
e-mail is encrypted and whether to send a test email. After completing the settings, click [Submit] to confirm,
as shown below:

Param Settings # Home © Exit

D Real-time info

@ tHistory Record Alarm Use Server Poct

Data User Encrypt

® About
Sender Address

Need to Auth?

Account

Password

S et ot [t ~| whether to send a test email

-

B. Alarm User Settings
This item needs to fill in the e-mail account that will receive the alarm email and select “Yes” for Enable to
activate the e-mail alarm function. After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

L Real-time Info E-Mail

3 Hitory Rocoed {alala@ketar com o

@ sbo Oeallee Asoun L 1]
Account3 |
Seianth L 1
Acgounts ]
Account? [—‘
L 1

[ vt
b

C. Data User Settings

This item is to regularly receive the operating history data of the previous day (00:00 to 23:59) of the
device. Enable this function by selecting “Yes”, selecting the sending time, and filling in the e-mail account that
receives the data. After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

J  Reasl-time info

Erable

@ History Recoed faem User Send Time
® Mo Accountt b
Account2 ‘:’
Account3d :l
Account§ :[
Account6 [:l
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4.2.6. SMS Settings
A. Basic Settings

This setting is to enable the SMS alarm function. Note that this function requires an external SMS sending
device (such as SMS modem). Select “Yes” to enable SMS alarm. You can also test the SMS alarm function. After
completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

Enable 1o send alamm SMS

@ History Record Test SMS?

© Abou Tast Recaver [13200a86228 ]

m\

B. Alarm User Settings
This setting is to add the mobile number that receives the alarm SMS. Note that this function requires an
external SMS sending device (such as a SMS modem). After adding, click [Submit] to confirm, as shown below:

Param Settings # Home

[ Phone Number!

3 Hiztory Record « 7 Phone Numbsar2

Fhone Numberd

® About

Phome Numbers
Phone Numbert

[
Phone Numberd |
{
\
Phone Numbar? ‘

Phone Numberd ‘

e N

4.2.7. System Users
A. User Settings

This item allows adding users, filling in user name and password, and setting user permissions (read &
write). After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

System User

Pazsword erivilege
- [Resca e +]
@ Abou [ [ue= [[zmeee 0 Read 2 Wit v | I
[ - [Reae v
1 [ Rt ~]
r— I_; Rea ~
(I [ & R v
Ea
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B. SSL Settings ATENCO POWER TECH CO. LTD

This setting enables HTTPS access mode, and SSL public key and SSL certificate need to be uploaded.

Param Settings # Home

D Real-time info System User

S5 Public Key

User
Upload S5t Bublic Key Public Key Fle("kry). [Swoee]
©® About

SSL Certificats

Upload SS1 Contificata Cortificato(" poem,".ca or *rt) | chocn) s |

HTTPS

HTTPS Frﬂhlel [Case v m

prompt: The maximum size of the uploaded file is 40M!

4.2.8. System Time
This item allows setting the system time and selecting the system restart method:

(1) Network time server settings: Fill in the time synchronization period, time server address, time zone, and
click [Submit] to confirm;

(2) Manual setting: Click [Current PC Time], and then click [Submit] to manually synchronize the current
computer time;

(3) Automatic restart: Fill in the automatic restart period in minutes;
(4) System restart: Click [Reboot] for 30 seconds to restart the device.

Param Settings # Home

D Resl-time Info

Network Time Server

3 History Record

Tisne Syne Cycle (Unin 1h : [2 i
® Abow Time Server Addrass L:\uu ntp.org (1)
Time Zore

Manual Settings

Curvert Bystem Time (020207 3017 | (il (2)

Auto Reboot

Auto Rebaot Cyele (Unis: 1minute} ) (3;

System Reboot

Reboot System in 30 Seconds (4)
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4.2.9. Environmental Parameters ATENCO POWERTECH CO.LTD

Param Settings # Home

This item allows setting the sensor type, the number of sensors, and the upper and lower limits of
temperature and humidity (alarm will be generated if the threshold is exceeded). After completing the settings,
click [Submit] to confirm, as shown below:

4.2.10. Language
This item allows setting the system language (Simplified Chinese/English) and the message language
(Simplified Chinese/English). After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

System Languege

@ Mistory Record

@ About

4.3. History

Historical record capacity: 60, 000 data logs (if the historical data recording interval is 1 minute, the historical
data can be saved for 40 days), 5, 000 event logs and setting logs, and 10, 000 environmental logs.

4.3.1. Data Log
By filtering the time period, you can query the equipment running data log.

History Record # Home

)| =3

AbnortV (V)

Outvol (V) Load (%) Battvol (V)

InfFreq (Hz)
22360 1200 22040 0.00 5000 226 2

12000 22040 8.00 5010 226 2600

B(8|38 |88
B8 8| 23|23 |88 |82 8
R
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By filtering the time period, you can query the equipment event log.

History Record # Home

D Reak-iirme Info fventLog

i Feen St Time “2023-»20' [2020-12.07 Ilm

Date/Time

Event

020-12.07 095157 Custom UPS input voltage low

-07 004613 G

UPS input voltage high

[ N

4.3.3. Setting Log
By filtering the time period, you can query the equipment setting log.

History Record # Home

£ Real-time Info Set Log

- Bao bt tinge Time l[gnzv:-:zm ] ~ [202042:07 ‘l m

Date/Time Event Set valuet Set Value2
® About [ 2020-12-03 100242 » 20
5 13
12 12
Ernironment under-tamp 0 10
Emironmant undor-temp 2 12
Environment over-humidity value 75 T
Environment under-humidity value 15 15
Enviranment over-temperatuse value N 21
Emironment under-tempersture value 2 12
2020-12-01 10:20:28 Environment ower-temperature value 21 21

4.3.4. Environmental Data Log
By filtering the time period, you can query the equipment environmental data log.

History Record # Home

@ Real-tima info Env data Log

O Parsm Settings

| 2020-12-07 ] ~ [2020-1247

Date/Time Device address temperature (C)  humidity (%RM)  Smokealarm  Gas alerm  Flood alarm  Kesp the alarm 1 Keep the alarm 2 Keep the alan
@ About 07 0 0 0 0 o o
1 48 o o o 0 o
1 263 a0 0 0 0 0 0
1 262 414 0 o 0 0 0
410 0 o 0 0 0
5 414 0 o 0 o
1 410 o ¢ 1] 0 0 0
| 262 w08 0 0 0 0 0 o
[ 202012071 1 264 a2 0 0 0 0 0
[ 2020120 1 396 0 0 0 0 0
[ 94 o o 0 ] 0 o
204 0 ) ) 0 0
256 204 4] 0 0 o 4] 4]
\ 204 o 0 o 0 5
[z02012.07 1352 1 265 294 o 0 o 0 0 0
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4.3.5. Export I_Og ATENCO POWER TECH CO. LTD

By filtering the time period, select the log type to be exported, and click [Export] to download the log file
in Excel format. After the download is successful, click [Close] to complete the log export.

History Record # Home

Time : |(zs20-12-07 ] ~ [o020-1207

- “Dala Log
® Abor Event Log

S s O [ ooveoan |

4.4. About

4.4.1. Web Page Upgrade

[System Information] allows viewing the current software version. When there is a version update, @ Click

[Select]; @ Select the upgrade file named “snmp-2020xxxx-v1.0.x.bin”; @ Click [Upgrade].It will prompt “File
Upload Complete!”.

current software version

O O )
——

e = o
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4.4.2. Export/Import Settings
Export settings file: Export a file containing all the configuration information of the current equipment
(suffix format .config);
Import settings file: Import a file containing equipment configuration information (suffix format .config);

4.4.3. Reset
About -- Factory Reset, @ click [Restore], @ when a confirmation box pops up, click [Confirm] to restart
the equipment and restore the factory settings.

o AR LTt 2

sexrrae I Y
T ApesEn

— - | W

T ewe -

e S q .
et bexy

were [N 2 S @
e i
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5. Shutdown Protection
Software--SNMP_Protector

SNMP_Protector is a shutdown protection software used with UPS and SNMP card.After installing
SNMP_Protector on Windows, it will shotdown the computer when “Main circuit abnormal ~ battery low ~ ups
abnormal shotdown "occurs.

5.1. SNMP_Protector Installation

@ Download the installation file from http://download.ksdatacloud.comt, execute
“SNMP_Protector_V1.xxxx.exe” to install the SNMP_Protector;

&) After installation, users can find “SNMP_Protector” in Windows “Start”, click“protector” to start.
Microsoft Office

Microsoft Office Tools

PremiumSoft

RedisDesktopManager

SNMP Management

SNMP Protector

(¥ protector

2 Uninsall

‘J Website

SNMP Teol

Start-up

Vidware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows System v

{ Back

5.2. SNMP_Protector Usage

The software interface is mainly divided into three parts: @Menu setting bar, @Device list, @Alarm
information list; as shown below:

[ SNMP Protector - O X

Settings language Help

/ @

1022026 ©® Time Object Event
1 2021-02-26 17:32:10 10.2.20.7 Communication connected
D200 @ 2 2021-02-26 17:32:10 10.2.20.26 Communication connected

®
@

2021-02-26 17:32:18
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A. Language Setting

ATEN cO

ATENCO POWER TECH CO. LTD

The default language is English, users can, @Click [Language], @Select the interface language type as

English or Chinese.

I SNMP Protector

( (€
Settings  Language

/lzg*hﬁr

B. Host Addition

Ti Object
1022026 ® b e i
1: § 202] -02-26 17:32: 1 10.2.20.7
102207 © 2 2021-02-26 17:32:10 10.2.20.26

Event
Communication connectad

Communication connactad

2021-02-26 17:34:38

@Click Setting icon, @Click [Add], @Select SNMP v1/v2(default), @Fill in the host(SNMP card)IP
address, @Click [Sure] to complete the device addition.

-] te P Seaings
| Gawd
/ Xost ovcoestion
Hostadewss  SHMPpart  SAIMP varsicn
11022026 161 SHMP Vii2
2 e2m7 151 SV V152
2

@
Nl [ des

Narring seccape

B Peric i oo

[ 2an gplionthn bafers shatdan ccaputes

o Files GEE AT Tl ASTA Tl ata| | Brovas...
Nxriomn aecubion tine 83 sinatelz)
| Furs Caared

X 2

Frox w2202 O

ication tornected

casion corwcted et

2021-02-26 17:36:29

C. Log Query and Export

7 —

@ o

| el

Hixt camraction

Hostaddress  SNMPpodt  SNMP version |
@ add x
@
Towr oane
B Sk Tassrard:

Asthaaticats M

Teivaze "

Event
Jcxion connevted

jcation cormected

1 oy |
Comvanity | publi
S e
(5 >
T Wt et e TRt
Swre Cascal

2021-02-20 3713724

@Click Logicon, @Select the query time, click [Read], @Display the query results, @ Click [Save

as] to Excel file.

@ s < - m|
(@) | start date (20210220 ) 7nd date (20710226 o Fead I
1022028 @ _ Date _ Host address Event
1 2021-02-261739:28  102.20.165 Communication connected
102208 @
2 2021-02:26 17:32:10 1022026 Commurication connected
To2ah1es © 3 2021-0226 17:3210 10,2207 Commurication connected
) ! 4 2021-02-26 1157:57  10.2207 Commurication connected
(€Y}
| e 5 2021-02-26 115757 10.2.20.26 Communication connected
! 6 2021-02-26 11:57:41 10.2.20.26 Communication connacted
7 2021-02-26 11:57:41 10,2207 Commurication connected
&)
Saveaz.., | | Clear o
2021-02-26 17:39:56
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SNMP Protector = O X
Sett Lang He
ey & Event log 3¢
— Start date: [2021-0226 v| End date: [202102-26 v || Read |
102.20.26 @ Date Host address Event
1 2021-02-26 17:3%:28  10.2.20.165 Communication connected
102207 @
2 2021-02-26 17:3210  10.220.26 Communication connected
10220165 @ 3 2021-02-2617:3210 102207 Communication connected
4 2021-02-26 11:57:57 10.2.20.7 Communication connected
5 2021-02-26 11:57:57 10.220.26 Communication connected
6 2021-02-26 11:57:41 10.2.20.26 Communication connected
7 2021-02-26 11:57:41 10.2.20.7 Communication connected

@

N\

[Seveas. ]| clear ||

OK

D. Version Information

2021-02-26 17:42:34

Click [Help]--[About], software version will be shown in the pop-up window.

1022026 @
102207 @

10220165 @

@ SNMP Protectce
Settngs Language | Help

2 2021-02-26 17:32:10
3 2021-02-26 113923

(=] X @ o

ol ';(1 1‘&1!!
4 1022020 @
m.2207 Comenunication connacted
1022026 Camrunication connected wznr ®
10220165 Commaricstion connected T2 @

Tme  Obeat

|1 20210226 173210 102207

r
| @ About

x

Comemunication connacted

SMEF Frotector vD.0.1
Jullt o Peb B 2R1 103658

The jeogran ix uxed o porer of £
reteatice by SHE,

Jcaticn connected

bication cannected

ATENCO POWER TECH CO. LTD

2021-02-20 1743:57
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6. Centralized Monitoring Software--

SNMP Management

ATEN CO

ATENCO POWER TECH CO. LTD

SNMP Management is a software for batch unified management of SNMP devices. After adding SNMP
devices, the software can record the running data and configuration of the UPS, and can perform remote

control such as shutdown and self-checking of the UPS.

6.1. SNMP Management

@ Download installation file fromhttp://download.ksdatacloud.com, execute

“SNMP_Management_20xxxxxx_V1.xxxxx.exe”;

@ After installation, users can find “SNMP_Management” in Windows “Start”, click “Management”

to start.

Premiumbdott

RedisDesktopManager
SNMP Management
@ SNMP Management
9 Uninstall

[ ] Website

SNMP Protector

SNMP Tool

Start-up

VMware

Windows Accessories
Windows Administrative Tools

Windows Ease of Access

Windows System

< Back

6.2. SNMP Management Usage

The software interface is mainly divided into three parts: (D)menu bar, (2) management station , (3) main

data interface, as shown in the figure:

@ SNMP Management

System Language Tool Windew Helo (7)

Managenent station

[aarch staticn |

Net Agent

(O]

28

v
>

2021-02-26 17:47:29
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A. Language Setting
The default language of the software is English, and the user can choose from the menu bar, "Language" ,
to select the language type displayed on the interface.

B sNMP Management = " X

System  Language Tool Window Help

'Mamaanerﬁ Engish
(R A
Search sEXETOR |
Net Agert \

v
< >

2021-02-26 1748:28

B. System Setting
System settings are used to set the communication parameters of the software and SNMP devices:

SNMP Version: SNMP protocol version, this software supports SNMP v1 and SNMP v2c;
Polling cycle: Cycle of software polling device data;

Polling timeout: Timeout of polling single device;

Store data cycle: Cycle of storing device data;

Polling retry: Number of retries after polling failed.

& a
}‘Hu;mt station
i ~

| Feary station |
Ne§Agent |
§
@ System Settings X
\. STNT Version : [yag -

Folling oycle @ 5000 ne
Polling tineout ° Clns
Stors deta eyele: @1 |«
Pollingratry 1 |

v
< >

2021-02-26 17:49:20
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C. Station Addition
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When using, firstly need to add the corresponding station in the Net Agent category:

right-click the Net Agent item on the left side of the interface, select "Add", after completing the station name,
click the "Sure" to complete the addition of the main station;

0 SNMP Management

System Llanguage Tool Wi

d.

Managenent station

Help

{Search ztation

Net Agent -
Delete
Rename
Attribute

Refresh

v
>

2021-02-26 17:53:08

Management station

|Search station

Net Agent

(B Add station

Station name: |test

= *

30
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D. Device Addition

After completing the addition of the master station, you need to add the device under the corresponding
station, click the name of the added station, right-click on the device data interface on the right, and then
select "Add", the software will pop up the device addition interface, fill in.Then, click "Sure", the device will be
added to the corresponding station, and the software can monitor the device in real time.

(B SNMP Management - ] X
System Llanguage Tool Window Help
Management station =
Search station |
v Net Agent
test
tast Settings
Browser device
Add
Delete
Attribute
Refresh
v
< >
2021-02-26 17:56:28
@& s ana = 8|
an He
Management station =
Search station
Vv Net Agent
test
test
[ " Ad %
Device nane:
Adnin:
Position:
ar Adrass:
*Communi ty:
[] Continuous adding device | 2 %
[] Three phase input
[ Swre : |
v
< >

2021-02-26 17:58:12
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E. Device Panel ATENCO POWER TECH CO. LTD

I”

Click“Window--Device panel” to open the data panel, select the device to view the related data;

{B SNMP Management — m} X
System Language Tool Window Help
Management station o
Display mode » ~
Search station
¥ Management station
v
Net Ageot ¥  Tool bar
test
test hello
v
< >

Current Device:

Chart Real time data Data log Set log Dev info

BE
250 . T T T

— HIA
200 — Fid |

HBEW

100 4

50 4

U 1 1 1 1
08:00:00 08:00:01 08:00:02 03:00:03 08:00:04
AiEl

2021-02-26 18:01:29
@ Chart: Display the dynamic curve diagram of the input and output voltage of the device, and can
visually observe the changes of input and output voltage in real time.

S T b2

| [ SN - O
Management station A
Search station
Vv Net Agent
test
test hello
v
< >
Current Device: 10.2.20.165
Chart Real time data Data log Set log Dev info
Voltage
250 T T T T
Input |
200 Output
£ mof ]
@
a
2
2 o ]
B0 B
I I L I
15:04:00 15:04:15 15:04:30 15:04:45
Time
2021-02-26 18:04:53
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@

information of the device.

‘D SNMP Management

System

Management station

Language Tool

Real time data: Display specific data of battery ~ input and output

ATEN CO

ATENCO POWER TECH CO. LTD

l':'-r:arch station

v Net Agent
test

= O X
Window Help
"
test helle
v
< >
Current Device: 10.2.20.165
Chart Real time data  Data log  Set log  Dev info
Battery Input Output
Capacity: % Line voltage: 235.5| ¥ Voltage: 2901 | ¥
Voltage: 13.68 | v Line max voltage: v . "
requency: z
Temperature: 23 Line min voltage: |234.8| ¥ A ¥
Current: A Frequency: Hz Load: D %

2021-02-26 18:05:38

®

Data record: Users can choose to read the data records within the time range by themselves. First

select the start date and end date of the data record to be queried, and then click the "Sure" button to query

the data records within the selected date range. The software supports exporting data records to various types
of Excel files. Click the "Export" button to export the currently read data records. Click the "Clear Log" button to
clear all data records of the currently selected device.

@: IMP Management

Management =tetion

Search staticn
Vv Net Agent
test

<

|
A
test helle
v
>
Current Derice: 10.2.20. 185 ( @‘ @ @
Chart Real tine deta Data log Set log Der tnfo l I \
T Cloar Tog: | Start aste:|[ 20210226 | Bnd date: [2021-02-26 v|  Swe Export
Date Battery capacity Battery voltage itery temperatu Battery current npL *
1 2021-02-26 1... 100 13.62 21.0 0.0
2 2021-02-261.. 100 13.62 27.0 0.0
3.2021-02-261... 100 13.62 27.0 0.0
4 2021-02-26 1.., 100 13.62 21.0 0.0
5 2021-02-261... 100 12.62 27.0 0.0
6 2021-02-26 1... 100 13.68 27.0 0.0
7 2021-02-26 1... 100 13.62 27.0 0.0 3
< >
2021-02-26 18:11:57
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@ Setting Log: Record software settings record.
@ Device Information: Display current device information connected to SNMP card.

Model: Device model connected to SNMP card;
Name: Device name connected to SNMP card;

UPS firmware version: UPS connected to SNMP card;
Date of manufacture: Device’s date of manufacture;

Serial number: Device’s manufacture serial number;

Agent firmware version: Agent version number of SNMP card.

F. Version Information
Click [Help]--[About], can view the software version information in the pop-up window, including software
name, version number, buid date of the program, copyright attribution and application introduction.

B About X

SNEP Nanagement v1.0.3
Built on Feb 5 2021 10:40:24

The program 1s used for device
management and settings by SHNF.

ATEN CO.

ATENCO POWER TECH CO. LTD

2 F.-7, No. 14, Xiwei St., Sanchong Dist., New Taipei City 241707, Taiwan

TEL : +886-2-2280-6939 info@atenco.com.tw

FAX : +886-2-2290-2939 www.atenco.com.tw SNMP — TM550



