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All rights reserved.

The information in this document is subject to change without notice.

Publish statement

Thank you for purchasing this series UPS.

This series UPS is an intelligent, single phase in single phase out, high frequency
online UPS designed by our R&D team who is with years of designing experiences
on UPS. With excellent electrical performance, perfect intelligent monitoring and
network functions, smart appearance, complying with EMC and safety standards,

The UPS meets the world’ s advanced level.
Read this manual carefully before installation

This manual provides technical support to the operator of the equipment.
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1. Product Introduction

1.1. Overview

KPM550 is a built-in network SNMP card independently . It supports SNMPv1/v2 and v3 protocols,
features e-mail alarm, historical events and historical data storage, and can be expanded with temperature and
humidity monitoring modules and SMS alarm equipment.

UPS Interface

RS485 Port

BP
UaBFort Network Port

1.2. Functions

Support multiple operating systems (Windows ~ Mac - Linux)

UPS can be monitored remotely through the network;

Can realize web-based user interface;

Support e-mail alarm;

Multi-user permission management;

Support DHCP;

Support remote self-testing, shutdown and restart UPS functions (UPS support required);
Support telnet, SSH, Web page configuration;

Support scheduled tasks (timed self-test, power on/off);

Historical events and historical data storage functions;

YV V.V V V VYV V V V V V

Remote UPS monitoring and management can be performed through HTTP, SNMP, SSH,
Telnet;

A\

Complete equipment event handling (including event recording and notification);

Can be extended to connect 2 channels of temperature and humidity monitoring modules;

1.3. Features

Networking methods: IP-based LAN, WAN, Internet, wireless Ethernet, etc.;
User permission management, safe, confidential and reliable;
Support multiple configuration management methods such as Telnet, SSH, Web;

Support scheduled task function, allow setting scheduled UPS on/off, scheduled battery discharge, etc.
Support storage of 50, 000 historical data and 5, 000 historical event records;

YV V.V V V V

Built-in ultra-long-life system clock, support automatic timing to achieve time synchronization;

2
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1.4. Interfaces

Support e-mail alarm function;

1.4.1. Network Interface
10/100M RJ45 Ethernet interface, used to connect
to the switch.

1.4.2. RS485 Interface

RS485 communication port, used to expand the
temperature and humidity monitoring module.

RS485 interface definition

1. +12Vv

2. +12V

3. NC

4. Ground

5. Ground

6. NC

7. 485A

8.485B

1.4.3. USB Interface

ATEN €O

Support SNMP V1/V2/V3, HTTP, DHCP, SSH, SSL and other network protocols; ATENCO POWER TECH CO. LTD
Support IPV6;

Support the expansion of 2-channel ambient temperature and humidity monitoring modules;

RS485 Port

B
UakFeort Network Port

USBO and USB1 ports, used to connect USB peripherals (such as SMS modems).

1.5. Definition of Indicator Lights

Power indicator yellow (Power), always on;

Status indicator red (Status), off when normal, always on when failure;

Run indicator green (Run), flashing when the program is running normally.
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2. KPM550 Installation

2.1. KPM550 Installation & Connection

KPM550 Installation & Connection

intelligent slot;

Step 1: Insert the
SNMP card into UPS

network cable.

Step 2: Connect the SNMP
card to computer with

2.2. SNMP-Tool Installation & Usage

A. Download installation files from http://download.ksdatacloud.com, execute

ATEN CO

ATENCO POWER TECH CO. LTD

SNMP_Tool_20xxxxxx_V1.x.x.exe to start the install the software, users can find the icon of software in “Start

menu--All Programs--SNMP_Tool” after installation.

w MIB Browser

8=  All Programs

|Search programs and files »

IVILIUSUIL VITILE 10U
PremiumSoft
RedisDesktopManager
SNMP Management
SNMP Protector

SNMP Tool
%3 SNMP Tool
(9 Uninstall \
[ Website

Start-up

VMware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows System

< Back
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B. Device IP address searching ATENCO POWER TECH CO. LTD

If users can’t know the current IP information because changing the IP address or other reasons, you can
search the IP address of SNMP card by installed “SNMP-Tool”, the specific methods are as follows: @Click
“Device Search”, @Choose current network port, click”Refresh”to query the SNMP card IP in the LAN.

% SNMP Tool - ] X

Tool Window Help

Device IF: I Connect | Clear historyl

Programming
Settings Product Interface I P | Netmask I MAC
Fixed Parameters ;
Display Log eth0 ‘ 10.2.20.165 255.255.255.0  18:25:03:00:00:47
Serial Port Test TS
Device Search #-10.2.20.7 SNMP
#-10.2.20.188 182501000425
#-10.2.20.26 666 @
#-10.2.20.166

@ #-10.2.20.78  SNMP Mini

)

N\

Interface: |VMware Network Adapter Wnetl L] Refresh

|Disconnect with device

C. Software upgrade

(1) Connect the device, input the IP of the device that needs upgrade, click “Connect” After the connection is
successful, there will be a green font in the lower left corner of the tool interface that displays “Connected

to device”.

% SNMP Tool - (] X
Tool Window Help /
Device IP: 110.2,20. 165 [ Disconnect I Clear ]\istoryl
Programming
Settings Host Product Interface P Netmask MAC
Fixed Parameters &
Display Log eth0 10.2.20.165 255.255.255.0  18:25:03:00:00:47
Serial Port Test #10.2.20.113
Device Search #-10.2.20.7 SNMP
#-10.2.20.188 182501000425
#-10.2.20.26 666
#-10.2.20.166
#-10.2.20.78  SNMP Mini
/ Interface: |VMware Network Adapter VMnetl ﬂ Refresh
Connected to device ,

SNMP — TM550



(2) (@uUpgrade the firmware , (2)select the new version file(file type is firmware ATENCO POWER TECH CO. LTD
-20xxxxxx-v1.x.x.bin), @ click “Programming”, it will prompt “Programming finish”.

Device IP: |10.2.20.165 Disconnect | Clear history

Programming
Settings

Fixed Parameters
Display Log

Serial Port Test @

Device Search /
Programming type § ;Firmware v @ Backup |
Current version © v1.2.6 built on 14:16:32 Sep 24 2020 J l Read |

Programming file  : ln:/Users/Desktopl/fimware—eozousz-z—vl.2.e,binl Choose ] Programmingl Batch Prog'amming‘

1} Programming progress: ‘

Device IP: |10.2.20.165 Connect Clear history

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

Frogramming type : |Firmware v Backup
Current version : v1.2.6 built on 14:16:32 Sep 24 2020 Read

D /Users/De| @ Information ¢
] 0 Programming finish!

Programming file

Choose | Prog'ammingl Batch Prog'a.mmingl

Programming progress:

Disconnect with device

SNMP — TM550
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Check whether the firmware upgrade is successful, as shown in the figure below: ATENCO POWER TECH CO. LTD
Programming --Programming type--select “firmware”-- Read -- check the current program version.

% SNMP Tool - [m] X
Tool Window Help

Device IP: |10.2.20. 165 Discormect | Clear history

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test

Device Search @

Programming type : |Firmware ¥ @ Backup

Current version : v1.2.6 built on 14:16:32 Sep 24 2020 / \ Read

Programming file 2 |D:/Users/ﬂesktop/firmware—20200924—vl.2.6.17in Choose l Prog'amming] Batch Prog'ammingl

Programning progress: ||NNNNNNNNNNNNRNNNNNNRNRNRNRNNZEEEZERCACTINNNNNNNNNRNRNNNNNNANRNRNRNRN

A

(3) Upgrade the application, @Programming type select “APP” @Select the new version file(file type is
snmp-20xxxxxx-v1.x.x.xz.bin), @Click “Programming”, wait about 30 seconds, it will prompt
“Programming finish”.And then log in the background of SNMP card to check the software version.

% SNMP Tool - ] X
Tool | Window Help

Device IP: [10.2.20.165 Disconnect | Clear history

Programming ...
Settings

Fixed Parameters
Display Log

Serial Port Test

Device Search /@
Programming type : |AFP . @ @ Backup
Current version ‘ J Read

Programming file 3 'D:/Users/l]esktoptsnmp-’ZUZlUlZS—vl,0.9.4.Hx\| Choose | Progxamming! Batch Progrmmingl

Programming progress:

N
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Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

Disconnect

Device IP:

Programming type
Current version
Programming file :

Programming progress:

10.2.20. 165

: |AFF s

: v1.0.2.5 built on 09:37:15 Feb 25 2021

ﬁ e
1]]] “ Programming finish! BBBEEEREG

Connect Clear history

Backup
Read

4. bin Programming' Batch Proyammix\gl

Choose

Check whether the application upgrade is successful, as shown in the figure below: Programming -
Programming type “Select APP”- Read - check the current software version.

% SNMP Tool
Tool Window Help

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

Device IP:

Programming type
Current version

Programning file

Programming progress:

10.2.20. 165

Disconnect | Clear history

@

: |APP v

: v1.0.9.4 built on 11:39:08 Jan 25 2021

©)

v @

\ Backup
Read

3 ID:/Users/]]esktop/snmp-20210125—v1.U,9.

4 bin Choose | Programing| Batch Programmine |
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3. Web Login

3.1. Logging in Management Page

Connect the computer directly to the SNMP card, and set the computer IP to the same network segment
as the SNMP default IP (for example, the computer IP is set to:
192.168.137.101), and confirm that the network communication between the computer and the SNMP card is
normal (verify by means of ping packets); open the browser (Google Chrome or IE browser is recommended),
enter the default IP address “192.168.137.100” of the SNMP network card, enter the account and password
(the default is admin), and log in to the SNMP monitoring system.

SNMP Monitor System

The method to modify the computer IP is as follows:

Open “Network & Internet”, @Select “Ethernet”, @Click “Change adapter options”, double click the
Ethernet connected, @Click “Properties”, @Double click “Internet protocol version 4(TCP/IPv4)”, @Select
“Use the following IP address:”, fill in the IP address information of the same network segment as the SNMP

card(for example:IP address is 192.168.137.101, subnet mask is 255.255.255.0, default gateway is
192.168.137.1) (6)Click “OK”.

Settings
Ethernet @
oAz ntermet NG 4 (1CP/1Pwd) rogerties
Network & Interet — Networrs Shamg
g Kstar.GRP
necte 2or Connectusg
B status Pvs Inesre: @ Restek FCle GOE Family Controler
e No network aczess.
Erabled G
a w ! ey poorlll] | WO o
Related settings soned: Loaps ¥ B st FET R
| = ethemet ¥ B vitae b
< Dialup
sche
w® VPN st — QN — e -
-~
9 Fiight mode tes: weseez | zosvey ey
FRR B e thids RDU ST HEE
{41 Mobile hotspot @ Gropertes | Gomble || Disgose et BT BRI S HAE LA o
5
Dat e
G b v oK Cancel

@ Proxy

3.2. Changing IP Address

Parameter settings - Network -- IPV4, set to automatically obtain IP (select On for DHCP) or

static IP address (select Off for DHCP), set the static IP address of SNMP card, and fill in the corresponding

subnet mask and gateway; when domain name resolution is used, you need to set the DNS server; click
“Submit” to confirm after completing the settings, as shown in the figure below:
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Param Settings # Home © Exit

Network

3 History Record IPvé

[J Real-time Info

DHCP Close v

IP Address 10.2.20.26
Netmask 255.255.255.0

About Network Link
o

DNS Server

Primary DNS Server

Secondary DNS Server 11414114114

|

4. Web Monitoring Management

4.1. Real-time Information

A. UPS Basic Information
This item allows viewing basic UPS information, including UPS information, battery information and rated
information, as shown in the following figure:

Real-time Info

UPS Basic Info

©  Param Settings
UPS Information

@ History Record

UPS Vendor :
© About UPS Model :

Hardware Version : V0098004D0

Battery Information

Quantity : 20
Battery Voltage : 271.20v
Battery Capacity : 100%
Last Replace Date : 09/21/20
Rated Information
Rated Voltage : 2200V
Rated Current : 4A

Battery Rated
Voltage : 24.00v

Output Frequency : 50.0Hz

B. SNMP System Information
This item allows viewing system information (software version), network information (IP information), as
shown in the figure below:

10
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Real-time Info # Home POWER TECH CO. LTD

SNMP System Info

© Param Settings

[ Software Version : v1.0.8.0 built on 21:02:25 Nov 26 2020 ]
3 History Record Network Information Serial Number : 1109904179A7440700001
© About
System Name KSTAR Agent
System Contact : Administrator
System Location : KSTAR
System Time : 2020-12-04 17:18:42
Running Time : 5day(s) 22:32:14
Last Self-test Date : 2020-12-03 10:08:42

Next Self-test Date :

UPS Load Alarm
Value : 0%

UPS Temp Alarm
50°C

UPS Batt. Voltage Low
Value : 1.80V

Real-time Info # Home

SNMP System Info

© Param Settings
System Information Link Information
B8 History Record Network Information

MAC Address : 00:25:18:00:00:0C Link Status : 100M Full Duplex

About
Network Server

E-Mail Server: | NTP Server: pool.ntp.org

1Pv4

IP Address: 10.2.20.26 Netmask : 255.255.255.0 Gateway: 10.2.20.254

Primary DNS Server: 114.114,114.114

Secondary DNS Server: 114114114114

1PV

1P Address : LinkLocal Address : fe80:0000:0000:0000:0225:18ff:fe00:000¢/64

IPv6To4 Address :

Gateway: fe80:/64 | PrimaryDNSServer: | Secondary DNS Server :

C. UPS Operation Information

The content of UPS operation information is different according to the selected communication protocol.
Taking MegaTecl:1 protocol as an example, UPS operation information includes input information, output
information, and battery information, as shown in the following figure:

Real-time Info & Home
UPS Running nfo
Py ——

“Input Status :

@ History Record Output Information Input Voltage :

o Battery Information [ Max Input Voltage :
ou

Min Input Voltage :

Input Frequency :

Real-time Info # Home

UPS Running Info

©  Param Settings e
9 Input Information 3 Output Voltage : 2204V

3 History Record Output Information Output Status : Main Power Supply

@ Ab Battery Information o UPS Load : 0% i
out . e

Real-time Info & Home

UPS Running Info

© Param Settings

Input Information N 5 "~ Temperature : k
@ History Record Output Information pad Battery Status : normal
Battery Capacity : 100%
by Last Self-test Time : 2020-12-03 10:08:42

“_Next Self-test Time :
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D. UPS Control

The UPS control content is different according to the selected communication protocol. Take the
MegaTec1:1 protocol as an example, it includes manual UPS self-check, manual power on/off and buzzer on/off
control, as shown in the figure below;

Real-time Info # Home

UPS Control

©  Param Settings
UPS Self-test

3 History Record
O cancel

© About O 10s
O 1oe0p

O custom Minute(9
EED

UPS Power Control

Operation [ Skeep V] [o-seem min(s)

UPS Buzzer Control

Buzzer On/Off

E. Data Chart

This item can be used to query the single day operating data change curve of the equipment by selecting a
specific date. The data types include temperature (°C), output voltage, and load (%). You can select or cancel
the type to be displayed by clicking the mouse. The curve recording interval is 90 minutes.

Real-time Info # Home

Data Chart

Qo P Settil
e Date [2020-12:01 [ Query |

@ History Record O temperature (C

N

© About /
——— AN A
SN R AL

F. Modem Information

This item allows viewing the specific information of the external SMS alarm device (such as SMS modem),
including product information and operating status information. When there is no external SMS alarm device,
the modem information is empty, and the modem operating status is abnormal, as shown in the following
figure:

Real-time Info # Home

Modem Info

Q@ Param Settings
Modem Information

@ History Record

Modem Vendor :
© About Modem Model :

Modem Firmware Version :

Modem Running Status

Operator :
SMS Center Number :
Signal Strength : 0db

SIM Status : Error

12
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G. Environmental Information ATENCO POWER TECH CO. LTD

This item allows viewing the environmental information monitored by the equipment, including
temperature, humidity, flood status, and smoke status; multiple sets of environmental monitoring equipment
are arranged by serial number.

Real-time Info # Home

Env Info

©  Param Settings
Environment Information1 P

@ History Record

Temperature: [2624C '\

© About Humidity: 34.00%RH |

Water Status:

Normal |

Smoke Status: \Normal /

4.2. Parameter Settings

4.2.1. Parameter Settings
A. UPS Parameter Settings
Here you need to @select the UPS communication protocol according to the actual situation on site, @ fill
in the battery information, @ﬁll in theUPS Data Store Cycleand, @Custom select communication parameters,
@click [Submit] after the parameter setting is completed, as shown in the following figure:

Param Settings # Home G Exit

I Real-time Info UPSPara Set

€8 History Record Self-test
@ UPS Protocol

Device ID

MegaTec-1:1
UPS Alarm Value

About

Quantity of Batteries

Number of Single Battery Pack
@ Battery Full Charge Voltage (Unit: 0.01V) 2
Battery Empty Charge Voltage (Unit: 0.01V)
Battery Vol Calibration Value (Unit: 001V)

Battery Last Replace Date 2020-09-21

@ =) =) [~ o) [=
slla S
MR

<

UPS Data Store Cycle (Unit: Tmin)

Custom Communication Parameters

Custom Communication Enable Ban v

Baud 2 v ‘

Flow Control e 4]

Parity Check @ v

Data Bits 4

Stop Bits ﬁ
S el ©)

B. Self-check Settings

This function depends on whether the UPS host has a self-check function. The UPS self-check cycle can be
weekly/monthly, and the self-check time can be customized, 10 seconds or until the battery voltage is low. Click
[Submit] after completing the setting, as shown in the figure below:

13
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Param Settings # Home

[J  Real-time Info UPSPara Set

UPS Param Self-test Cycle Weekly

@ tistory Rocord S o —

About UPS Alarm Value Self-test Start Time lMonm\y—J
Self-test Last Time
UPS Custom Test Time (Unit: Tmin) |0 <= number <= 09

Param Settings # Home G Exit

[J Real-time Info UPSPara Set

Ao UPS Alarm Value Self-test Start Time :}
out

Self-test Last Time Self-checking 10 Seconds v
’ . Self-checking 10 Seconds
UPS Custom Test Time (Unit: 1min) Self-checking to Low Voltage

Custom Time

C. UPS UPS Alarm Value Setting

This item allows customizing the UPS communication loss time (for example, if 30 seconds is set, the UPS
is offline when the communication is lost for 30 seconds), load alarm value, temperature alarm value, battery
voltage low alarm value, UPS input/output voltage alarm Value, UPS alarm activation times (for example, if the
setting value is 3, it will output alarm information when the program returns 3 consecutive polls); after
completing the settings, click [Submit] to confirm.
Note: Except UPS communication loss time and UPS alarm activation times, when other custom alarm values
are set to 0, meas this type of alarm is not enabled.

Param Settings #& Home G Exit

3 Real-time Info UPSPara Set

UPS Communication Lost Time (Unit: 1s)

UPS Param

3 History Record Solf-tost UPS Load Alarm Value (Unit: 1%)

UPS Alarm Value UPS Temperature Alarm Value (Unit: 1°C)
About

UPS Battery Voltage Low Alarm Value (Unit: 0.01V) [1.g0
UPS Input Voltage High Alarm (Unit: 0.1V) 2300
UPS Input Voltage Low Alarm (Unit: 0.1V) 2000
UPS Output Voltage High Alarm (Unit: 0.1V) 2330
UPS Output Voltage Low Alarm (Unit: 0.1V) 203.0

Battery Capacity Low Alarm (Unit: 1%) 0

Battery Remain Time Alarm (Unit: 1min)

I

UPS alarm activate times

Bl

4.2.2. UPS Time Switch
A. UPS Shutdown Action

This function allows selecting the time period of shutdown, shutdown conditions, and execution time of
shutdown. After setting, click [Set] to confirm:

14
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Param Settings # Home

(=) UPS Time Switch

Real-time Info

Add Event

ATEN cO

R TECH CO.LTD

G Exit

UPS Shutdown Action

3 History Record Weekly Time Switch

When betweenl [00:00 ] -~ [2350

[[21 ups Events v il

in

Il‘i‘(
®

F

Specific Time Switch

About
woL

UPS
All UPS Events

UPS Overioad

UPS Mains Power Interruption

UPS Low Potential

UPS High Temperature
Netfeeler I

All Netfeeler Events

High Temperature

Low Temperature

High Humidity

Low Humidity

Water Alarm

Smoke Alarm

Gas Alarm

Security1 Alarm

Security2 Alarm

Security3 Alarm

Securityd Alarm

Security5 Alarm

B. Weekly Time Switch

This setting takes one week as a cycle. You can set the specific time of one day or several days in the cycle
to perform the power on/off action, and you can set the minutes of sending an alarm before shutdown. After

completing the setting, click [Submit] to confirm, as shown below:
Param Settings & Home

(5 UPS Time Switch

Real-time Info

Power On(hh:mm)

UPS Shutdown Action

G Exit

Power Off(hh:mm)

@ History Record sunday [ﬁ [2358—] |
Ain Specific Time Switch Monday

wot ety — —

e — —

m\

C. Specific Time Switch

This item allows setting the specified date and time to perform the power on/off action, and can set the
minutes of sending an alarm before shutdown. After completing the setting, click [Submit] to confirm, as shown

below:
Param Settings # Home

() UPS Time Switch

Real-time Info

UPS Shutdown Action Date(YYYY-MM-DD) Power On(hh:mm)

Power Off(hh:mm)

L3 History Record

Weekly Ti

I 2020-11-19

About

Send Al inute(s)before power of

[ suomit JR

15
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D. WOL

This item allows setting wake-up of specific host (the computer mainboard should support wake-up setting
function), set to wake up when the power is restored or wake up when the power reaches the set percentage.
After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home G Exit

[ Real-time Info UPS Time Switch

UPS Shutdown Action

3 History Record Weekly Time Switch P Mac Operation
About Specific Time Switch [ Host1 (10220208 | [eesoaaEs 5535 | I m
Host2 [ ] ( J g
woss 0 -
Hosts ( ] [ ] =
Hosts [ ] [ J =
Hosts [ ] [ J =
Host7 [ ] ( ]
Host8 [ ] [ ] u
Wake Up Condition
Wake up when power restore?
Wake UP according to capacity?
Wake Up Capacity (Unit: 19)

Ele—

4.2.3. Network Settings

This item allows setting the static IP address of the SNMP card, filling in the corresponding subnet mask
and gateway, and setting the DNS server when using the domain name resolution function; click [Submit] to
confirm after completing the settings, as shown below:

Param Settings # Home G Exit

I Real-time Info

B3 History Record IPvé

DHCP

Close v

IP Address 10.2.20.26
Gateway 10.2.20.254

@ About Network Link
out

DNS Server

Primary DNS Server

I

Secondary DNS Server

Elw_

4.2.4. SNMP Settings
A. System Settings

This item allows changing the system information (system name, system administrator, system location),
and setting the SNMP port. The default Agent port is 161 (the data transmission port for uploading real-time
data when the platform issues polling instructions), and the Trap port is 162 (data transmission port for real-
time upload of alarm information). After completing the settings, click [Submit] to confirm, as shown in the
figure below:

16
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Param Settings # Home G Exit

[ Real-time Info

System Information

£3 History Record

System Name KSTAR Agent
Trap
Aot St Sionict
System Location KSTAR
SNMP Port
Agent Port 161
Trap Port 162
MIB Library Type PPC v

B. NMS Settings

If no IP address is set, the card has no access restrictions. Any monitoring platform IP can obtain the SNMP
card operating data through the SNMP protocol; if the IP, community string and version are set, only the
monitoring platform IP added in the settings can obtain the operating data of the device;

Param Settings # Home

[J Real-time Info

System P Version Community Username Certificatior

8 History Record I (10220225 ] [viavc [pubic ] |
About Trep ( ] [ v J J

( ] & ¥ ] ]

( ] [ v ] ]

l ] [ v o J

( ] [ ¥ ] ]

( ] A ¥ ] ]

l J [ o ]

[ v]

C. Trap Settings

This item allows setting the monitoring server IP and version (SNMPv1 Trap, SNMPv2 Trap, SNMPv2
Inform, SNMPv3 Trap, SNMPv3 Inform), and filling in the community string (can be understood as the
transmission password of the SNMP protocol, the SNMP card and the connected monitoring platform should
have consistent setting). After the above settings are completed, the alarm information of the SNMP card can
be uploaded to the designated monitoring platform in real time, and the number of retries and retry interval
can be set. After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home G Exit

[J  Real-time Info

System P Version Community Username

€3 History Record NMS | [ 10.2.20.225

oo i 2 [

[(snwP2Trap v] [pubic

[none v] [pubic

[none v] [pubic

[[none v] [public

[rone 9

= O

J
)
l \
l I
( ) [oone v] o ot
( l
( l
( J

[rone D

Retry Times 1
Retry Interval (Unit: 1s) 2
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4.2.5. E-Mail Settings
A. Server Settings

This item needs to set the e-mail server address, server port number, sender address (same as the sending
e-mail account), sending e-mail account and sending e-mail password. In addition, you can check whether the
e-mail is encrypted and whether to send a test email. After completing the settings, click [Submit] to confirm,
as shown below:

Param Settings # Home G Exit

3 Real-time Info

3 History Record Alarm User Sever.ort

— Data User Encrypt
Sender Address ‘abc@kstar.com.cn
Need to Auth? Yes »,
Account sending e-mail account
Password sending e-mail password
Send test mail? No ~] whether to send a test email

-

B. Alarm User Settings
This item needs to fill in the e-mail account that will receive the alarm email and select “Yes” for Enable to
activate the e-mail alarm function. After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

[J  Real-time Info

Enable Yes b

& History Record - Accountt g

Aot Data User Account2 :
E=S
\

C. Data User Settings

This item is to regularly receive the operating history data of the previous day (00:00 to 23:59) of the
device. Enable this function by selecting “Yes”, selecting the sending time, and filling in the e-mail account that
receives the data. After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home G Exit

[ Real-time Info

Server Enable Yes v

3 History Record Alarm User Send Time

Data User Accountl [-—“—1

Account2

1
Accounts )
Accounts )
Accounts )
Accounts )
Account? )

1

Account8
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4.2.6. SMS Settings
A. Basic Settings

This setting is to enable the SMS alarm function. Note that this function requires an external SMS sending
device (such as SMS modem). Select “Yes” to enable SMS alarm. You can also test the SMS alarm function. After
completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home G Exit

[J Real-time Info

Enable to send alarm SMS Yes v

€8 History Record Alarm User

Test SMS? Yes v
About Test Receiver 13888888888
- \

B. Alarm User Settings
This setting is to add the mobile number that receives the alarm SMS. Note that this function requires an
external SMS sending device (such as a SMS modem). After adding, click [Submit] to confirm, as shown below:

Param Settings # Home G Exit

[J Real-time Info

Basic Settings Phone Number1

About Phone Number3 :
Phone Number4 :
Phone Number5 :
Phone Number6 :
Phone Number? :
Phone Number8 :

B

4.2.7. System Users
A. User Settings

This item allows adding users, filling in user name and password, and setting user permissions (read &
write). After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home © Exit

@ Real-time Info System User

Password Privilege

£3 History Record Read & Wite v

About | [ups ] [reeee a Read 8 Wite v I
L) Read v
— —
R —
— —
— —
E— —

19

SNMP — TM550



ATEN CO

B. SSL Settings ATENCO POWER TECH CO. LTD

This setting enables HTTPS access mode, and SSL public key and SSL certificate need to be uploaded.

Param Settings # Home G Exit

[J Real-time Info System User

SSL Public Key

Upload SSL Public Key

About

TN T

SSL Certificate

Upload SSL Certificate Certificate(*.pem.*.ca or *.crt) ==

HTTPS

| HTTPS Enab\el Close v

prompt: The maximunn size of the uploaded file is 40M!

4.2.8. System Time
This item allows setting the system time and selecting the system restart method:

(1) Network time server settings: Fill in the time synchronization period, time server address, time zone, and
click [Submit] to confirm;

(2) Manual setting: Click [Current PC Time], and then click [Submit] to manually synchronize the current
computer time;

(3) Automatic restart: Fill in the automatic restart period in minutes;

(4) System restart: Click [Reboot] for 30 seconds to restart the device.

Param Settings # Home G Exit

@ Real-time Info System Time

Network Time Server

Time Sync Cycle (Unit: 1h) % C] B

&3 History Record

At Time Server Address &y )
ED I

Manual Settings

e sy e 0 05 (R (2) |
o]

Auto Reboot

Auto Reboot Cycle (Unit Tminute) ‘ 1@ ‘

System Reboot

Reboot System in 30 Seconds 4)
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4.2.9. Environmental Parameters

Param Settings # Home

D Real-time Info

Bosic P Sensor Type THD-0102

3 History Record Communication Parameters Quantity of Sensor

Max Humidity (Unit: 156RH)
@ Abou 5 YL

Min Humidity (Unit: 1%RH] 5
Max Temperature (Unit: 1°C) 0
Min Temperature (Unit: 1°C) 2
" Custom Secasfy Alsent (secaty 1

Custom Secur

security 2

Custom Security Alarm3 securty 3

ma Secuty 4

ecurity AlarmS5

Custom Security Alarmé security 6

L

Custom Security Alarm? security 7

B
This item allows setting the sensor type, the number of sensors, and the upper and lower limits of
temperature and humidity (alarm will be generated if the threshold is exceeded). After completing the settings,
click [Submit] to confirm, as shown below:

4.2.10. Language
This item allows setting the system language (Simplified Chinese/English) and the message language
(Simplified Chinese/English). After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home

@ Real-time Info Language

System Language

3 History Record

About

Email/Message Alert Language

Eﬂ\

4.3. History

Historical record capacity: 60, 000 data logs (if the historical data recording interval is 1 minute, the historical
data can be saved for 40 days), 5, 000 event logs and setting logs, and 10, 000 environmental logs.

4.3.1. Data Log
By filtering the time period, you can query the equipment running data log.

History Record # Home © Exit

[ Real-time Info Data Log

O Param Settings

I Time: (20201207 ] ~ [201297 |] [ quer |

Date/Time Invol (V) AbnoriV (V) outvol (V) Load (%) Infreq (Hz) Battvol (V) DevTemp (°C)
©® About 2020-12-07 13:49:42 23360 120,00 22040 0.00 50.00 226 27.00
2020-12-07 13:46:42 23290 120,00 22040 0.00 50.10 226 2600
2020-12-07 12:43:42 23260 120,00 22030 0.00 5000 226 27.00
2020-12-07 12:40:42 23260 120,00 22040 000 4980 226 2600
2020-12-07 13:37:42 23260 120,00 22030 000 5000 226 2600
2020-12-07 13:34:42 23280 120,00 22040 0.00 50.00 226 27.00
2020-12-07 12:31:42 23200 120,00 22040 0.00 4980 226 27.00
2020-12-07 13:28:42 23280 12000 22040 000 50.00 226 27.00
2020-12-07 13:25:42 23460 120,00 22040 000 50.10 226 27.00
2020-12-07 13:22:42 23510 120,00 22040 000 50.00 226 27.00
2020-12-07 13:19:42 23550 120,00 22040 000 50.00 226 2800
2020-12-07 13:16:42 23540 12000 22030 0,00 50.00 226 27.00
2020-12-07 13:13:42 23560 120,00 22040 000 50.10 226 27.00
2020-12-07 13:10:42 23580 120,00 22030 000 50.00 226 27.00
2020-12-07 13:07:42 236,00 120,00 22040 0.00 50.00 226 27.00

HE DEEE-E B8 [~ IR
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4.3.2. Event Log
By filtering the time period, you can query the equipment event log.

History Record # Home

[J Real-time Info Event Log

©  Param Settings Time I|zozn.1z.n7 | ~ [20201207 |]m

Date/Time Event
© About 2020-12-07 09:51:57 Custom UPS input voltage low
2020-12-07 09:49:13 Custom UPS input voltage high

4.3.3. Setting Log
By filtering the time period, you can query the equipment setting log.

History Record # Home

@ Real-time Info SetLog

© Param Settings
Time : | [2020-12-01 ] ~ (20201207

Date/Time Event Set value1 Set Value2
© About 2020-12-03 10:08:42 Environment over-temperature value 30 30
2020-12-03 09:57:26 Environment over-temperature value 15 15
2020-12-02 14:32:14 Environment under-temperature value 12 12
2020-12-02 14:13:33 Environment under-temperature value 10 10
2020-12-02 14:07:17 Environment under-temperature value 12 12
2020-12-01 22:53:48 Environment over-humidity value 75 75
2020-12-01 22:53:48 Environment under-humidity value 15 15
2020-12-01 22:53:48 Environment over-temperature value 31 21
2020-12-01 22:53:48 Environment under-temperature value 12 12
2020-12-01 10:20:28 Environment over-temperature value 21 21

4.3.4. Environmental Data Log
By filtering the time period, you can query the equipment environmental data log.

History Record # Home G Exit

@ Real-time Info Env data Log

©  Param Settings

I[zozmz-(ﬂ ] ~ [202012:07 ]i m

Date/Time Device address temperature (°C)  humidity (%RH) Smoke alarm Gasalarm Flood alarm Keep the alarm 1 Keep the alarm 2 Keep the alan
Aboat 2020-12-07 13:57:33 1 264 407 0 0 0 0 0 0
2020-12-07 13:54:33 1 264 408 ] 0 0 0 o 0
2020-12-07 13:51:32 1 263 410 0 0 0 0 0 0
2020-12-07 13:48:32 2 262 414 0 0 0 0 0 0
2020-12-07 13:45:32 1 261 416 0 0 0 0 0 0
2020-12-07 13:42:32 1 260 414 0 0 0 0 o 0
2020-12-07 13:39:32 1 260 411 0 0 0 0 0 0
2020-12-07 13:36:32 1 262 408 ] 0 0 0 0 0
2020-12-07 13:33:32 1 264 402 ] 0 o 0 o o
2020-12-07 13:30:32 1 265 396 0 0 0 0 0 0
2020-12-07 13:27:32 1 266 394 0 0 0 0 0 0
2020-12-07 13:24:32 1 266 394 ] 0 0 0 0 0
2020-12-07 13:21:32 1 266 394 0 0 0 0 o 0
2020-12-07 13:18:32 1 266 394 0 0 0 0 0 0
2020-12-07 13:15:32 1 265 394 ] 0 0 0 0 0




4.3.5. Export Log

ATENCO POWER TECH CO. LTD
By filtering the time period, select the log type to be exported, and click [Export] to download the log file
in Excel format. After the download is successful, click [Close] to complete the log export.

History Record # Home G Exit

[J Real-time Info

Export Log

Q  Param Settings

Time : [[2020-12-07 ] ~ [2020-12-07

Export Type | Eventlog m
Data Log
About

Event Log

SetLog
Env Data Log

History Record # Home

&) log (1.csv ~

Showall = X

4.4. About

4.4.1. Web Page Upgrade

[System Information] allows viewing the current software version. When there is a version update, @ Click

[Select]; @ Select the upgrade file named “snmp-2020xxxx-v1.0.x.bin”; @ Click [Upgrade].It will prompt “File
Upload Complete!”.

About # Home

System Information

Software Upgrade

Export Settings.

Import Settings

Factory Reset
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4.4.2. Export/Import Settings
Export settings file: Export a file containing all the configuration information of the current equipment
(suffix format .config);
Import settings file: Import a file containing equipment configuration information (suffix format .config);

Syt Infomance.

Sottuare Upgrade

BT O £

. 3 3

[ momo ) ca R ot ]

4.4.3. Reset
About -- Factory Reset, @ click [Restore], @ when a confirmation box pops up, click [Confirm] to restart
the equipment and restore the factory settings.

St Ve 1085 bk on 093048 b 24201
Seal Naber OO0

W Verom. Hos e

Exgon i

impt g

Tapor Pl

Fastory Beset
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5. Shutdown Protection
Software--SNMP_Protector

SNMP_Protector is a shutdown protection software used with UPS and SNMP card.After installing
SNMP_Protector on Windows, it will shotdown the computer when “Main circuit abnormal ~ battery low ~ ups
abnormal shotdown "occurs.

5.1. SNMP_Protector Installation

@ Download the installation file from http://download.ksdatacloud.comt, execute
“SNMP_Protector_V1.xxxx.exe” to install the SNMP_Protector;

&) After installation, users can find “SNMP_Protector” in Windows “Start”, click“protector” to start.
Microsoft Office
Microsoft Office Tools

PremiumSoft

RedisDesktopManager
SNMP Management
SNMP Protector

7 protector

{9 Uninstall

| | Website

SNMP Tool

Start-up

VMware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access

Windows System v

< Back

5.2. SNMP_Protector Usage

The software interface is mainly divided into three parts: @Menu setting bar, @Device list, @Alarm
information list; as shown below:

) SNMP Protector = O X

Settings Language Help

v E @

1022026 ® Time Object Event
1 2021-02-26 17:32:10 10.2.20.7 Communication connected
WXz @ 2 2021-02-26 17:32:10 10.2.20.26 Communication connected

®
@

2021-02-26 17:32:18
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A. Language Setting
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The default language is English, users can, @Click [Language], @Select the interface language type as

English or Chinese.

Settings

G SNMP Protector

Language 5e|p

A

10.2.2026 @

102207 @

Time

021-02-26 17:32:10 E

2 2021-02-26 17:32:10

Object

10.2.207

10.2.20.26

Event
Communication connected

Communication connected

B. Host Addition

2021-02-26 17:34:38

@Click Setting icon, @Click [Add], @Select SNMP v1/v2(default), @Fill in the host(SNMP card)IP
address, @Click [Sure] to complete the device addition.

@ s Protecto

@ Settings X O @ otecto
nguage ' H . .
General ool T
/ Host connection | /
i
‘ Host address  SNMP port SNMP version !
=
1022026 161 SNMP vi/2 Event
! A = 1022026 @
2 102207 161 SNMP v1/v2 lication connected
fcation connected | D
|
) *
{
1
1
Modify Renave |
|

Event
ication connected

lication connected

C. Log Query and Export

2021-02-26 17:36:29

& setting
T General
Host conneotion
‘ Hostaddress  SNMPport  SNMP version
@ add X
© sue v1/v2
O swe va oe =
@ s v
Host: [10.2.20.165 1 awery |
SWE port: [161 | Conmunity: [public ]
@, Sure Cancel
et execution Hne’ [69 wiata(s)
Cancel

2021-02-26 17:37:24

@Click Logicon, @Select the query time, click [Read], @Display the query results, @ Click [Save

as] to Excel file.

@ [Stu‘t date: |2021-0226 | End date: |2021-02-26 v Read
Date Host address Event
1 2021-02-26 17:39:28 10.2.20.165 Communication connected
2 2021-02-26 17:32:10 10.2.20.26 Communication connected
3 2021-02-26 17:32:10 10.2.20.7 Communication connected
4 2021-02-26 11:57:57 10.2.20.7 Communication connected
5 2021-02-26 11:57:57 10.2.20.26 Communication connected
6 2021-02-26 11:57:41 10.2.20.26 Communication connected
7 2021-02-26 11:57:41 10.2.20.7 Communication connected
®
Save as... Clear OK
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10.2.20.26 @

10.2.207 @

10.2.20.165 @

Event log X
Start date: |202102-26 | End date: [20210226 v||  Read
Date Host address Event
1 2021-02-26 17:39:28  10.2.20.165 Communication connected
2 2021-02-26 17:32:10 10.2.20.26 Communication connected
3 2021-02-26 17:32:10 10.2.20.7 Communication connected
4 2021-02-26 11:57:57 10.2.20.7 Communication connected
5 2021-02-26 11:57:57 10.2.20.26 Communication connected
6 2021-02-26 11:57:41 10.2.20.26 Communication connected
7 2021-02-26 11:57:41 10.2.20.7 Communication connected
@
ISave as i I ‘ Clear 1 ‘ 0K |

D. Version Information
Click [Help]--[About], software version will be shown in the pop-up window.

@ SNMP Protector

Settings Language Help

/ = | NS

2021-02-26 17:42:34

ATENCO POWER TECH CO. LTD

O X g

1022026 @

102207 @

10220165 @

12

Time

2 2021-02-26 17:

3 2021-02-26 17:39:28

Object Event

1022026 ©
102207 Communication connected
102.20.26 Communication connected 102207 ®
10220165 Communication connected 10220165 @

Time Object

1 2021-02-2617:32:10  10.2.20.7

ion connected

About

SNEP Protector v0.0.1
Built on Feb 5 2021 10:36:52

program is used for power off
protection by SHIP.

ication connected

ication connected

2021-02-26 17:43:57

2021-02-26 17:45:24
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6. Centralized Monitoring Software--
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SNMP Management

SNMP Management is a software for batch unified management of SNMP devices. After adding SNMP

devices, the software can record the running data and configuration of the UPS, and can perform remote
control such as shutdown and self-checking of the UPS.

6.1. SNMP Management

@ Download installation file fromhttp://download.ksdatacloud.com, execute
“SNMP_Management_20xxxxxx_V1.xxxxx.exe”;

@ After installation, users can find “SNMP_Management” in Windows “Start”, click “Management”

to start.

Premium>ott
RedisDesktopManager

SNMP Management
(B SNMP Management

{3 Uninstall

| | Website

SNMP Protector

SNMP Tool

Start-up

VMware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows System v

< Back

I p

6.2. SNMP Management Usage

The software interface is mainly divided into three parts: (D)menu bar, (2) management station , (3) main

data interface, as shown in the figure:

(B sSNMP Management

System Language Tool Window Help (7)

Management station

Search station |

Net Agent

@

v
>

2021-02-26 17:47:29
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A. Language Setting
The default language of the software is English, and the user can choose from the menu bar, "Language" ,
to select the language type displayed on the interface.

(B SNMP Management bt [m] X

System  Language Tool Window Help

el
R (E) 2
Search sETEToR

N

Net Agent \

v
< >

2021-02-26 17:48:28

B. System Setting
System settings are used to set the communication parameters of the software and SNMP devices:

SNMP Version: SNMP protocol version, this software supports SNMP v1 and SNMP v2c;
Polling cycle: Cycle of software polling device data;

Polling timeout: Timeout of polling single device;

Store data cycle: Cycle of storing device data;

Polling retry: Number of retries after polling failed.

i =
i Manafment station =

i
!Seax-:‘stativ:-n ‘

L ¥
Ne§Agent l
i
‘b System Settings X

)
| \~ SHMP Version  : |v2e =

Polling cycle

ms

Polling timeout : [100 ns

Store data cycle:

w

Polling retry

v

< >

2021-02-26 17:49:30
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C. Station Addition

When using, firstly need to add the corresponding station in the Net Agent category:

ATEN cO
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right-click the Net Agent item on the left side of the interface, select "Add", after completing the station name,

click the "Sure" to complete the addition of the main station;

’ SNMP Management

Delete
Rename
Attribute

Refresh

System Llanguage Tool Wind Help
Managenent sztation
{Search ztation
Net Agent
Add

>

v

2021-02-26 17:53:08

Management station

Search station

Net Agent

(B Add station

Station name: |test

Sure *

v
>

2021-02-26 17:54:25
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D. Device Addition
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After completing the addition of the master station, you need to add the device under the corresponding
station, click the name of the added station, right-click on the device data interface on the right, and then
select "Add", the software will pop up the device addition interface, fill in.Then, click "Sure", the device will be
added to the corresponding station, and the software can monitor the device in real time.

(B SNMP Management o m} X
System Language Tool Window Help
Management station R
Search station |
Vv Net Agent
test
task Settings
Browser device
Add
Delete
Attribute
Refresh
v
< >
2021-02-26 17:56:28
@ SNN ageme - O
Management station =
Search station
Vv Net Agent
test
test
Device name:
Adnin:
e
P Address:
ACommund ty:
[] Continuous adding device:| 2 =

[] Three phase input

A1

>

2021-02-26 17:58:12
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Click“Window--Device panel” to open the data panel, select the device to view the related data;

(B SNMP Management - O X
System Language Tool Window Help
Devi |
Management station . o8 pANe
Display mode 14 A
Search station
¥ Management station
v
Net Agent ¥  Tool bar
test
test hello
v
< >

Current Device:

Chart Real time data Data log Set log Dev info

B
250 . T T T

— HA
200 — ik |7

HBE W

100 4

50 - 4

U 1 1 1 1
08:00:00 08:00:01 08:00:02 058:00:03 08:00:04
AHiEl

2021-02-26 18:01:29
@ Chart: Display the dynamic curve diagram of the input and output voltage of the device, and can
visually observe the changes of input and output voltage in real time.

L ——t

‘ 0 SNMP Manage — O
Management station 5T
Search station
Vv Net Agent
test
test hello
v
< >
Current Device: 10.2.20.165 [
Chart Real time data Data log Set log Dev info
Voltage
250 T T T T
— Input |
200 Output
s mof ]
@
2
2
2 o ]
80 =
0 I L L I
15:04:00 15:04:15 15:04:30 15:04:45
Time
2021-02-26 18:04:53
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@

information of the device.

Real time data: Display specific data of battery ~ input and output

ATEN CO

ATENCO POWER TECH CO. LTD

(B SNMP Management — O X
System Language Tool Window Help
Management station =
Search station
v Net Agent
test
test hello
v
< >
Current Device: 10.2.20.165
Chart Real time data Data log Set log Dev info
Battery Input Output
Capaci ty: % Line voltage: 235.5| v Voltage: |220.1 |V
Voltage: 13.68 | v Line max voltage: v . ¥
requency: z
Temperature: (@) Line min voltage: [234.8|V q i
Current: A Frequency: Hz Load: El %

2021-02-26 18:05:38

®

Data record: Users can choose to read the data records within the time range by themselves. First

select the start date and end date of the data record to be queried, and then click the "Sure" button to query

the data records within the selected date range. The software supports exporting data records to various types
of Excel files. Click the "Export" button to export the currently read data records. Click the "Clear Log" button to
clear all data records of the currently selected device.

Management station

Search station

Vv Net Agent
test

— 0
|
A
test hello
v
< >
Current Device: 10.2.20.165 ( @ ® ®
Chart Real time data Data log Set log Dev info / J \
") Clear logs | Start dm:|| 20210226 | End date: [2021-0226 || Swre Export
Date Battery capacity Battery voltage ittery temperatu Battery current npL ®
1 2021-02-26 1... 100 13.62 27.0 0.0
2 2021-02-26 1... 100 13.62 27.0 0.0
3 2021-02-26 1... 100 13.62 27.0 0.0
4 2021-02-26 1... 100 13.62 27.0 0.0
5 2021-02-26 1... 100 13.62 27.0 0.0
6 2021-02-26 1... 100 13.68 27.0 0.0
7 2021-02-26 1... 100 13.62 27.0 0.0 J
< >
. 2021-02-26 18:11:57
33

SNMP — TM550



ATEN CO

ATENCO POWER TECH CO. LTD

@ Setting Log: Record software settings record.
@ Device Information: Display current device information connected to SNMP card.

Model: Device model connected to SNMP card;
Name: Device name connected to SNMP card;

UPS firmware version: UPS connected to SNMP card;
Date of manufacture: Device’s date of manufacture;

Serial number: Device’s manufacture serial number;

Agent firmware version: Agent version number of SNMP card.

F. Version Information
Click [Help]--[About], can view the software version information in the pop-up window, including software
name, version number, buid date of the program, copyright attribution and application introduction.
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